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~ NetFlow

|'

wérkj prbtocol developed by Cisco

Sisco 10S, NXOS such as Juniper routers, Enterasys Switches, Linux,
NetBSD and OpenBSD
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What's in a NetFlow record?

SCRIP
DSTIP

1. Source |IP address
2. Destination IP address PROTO
3. Source port for UDP or TCP
4. Destination port for UDP or TCP SCR
5. IP protocol PORT
6. Ingress interface DST
7. 1P Type of Service ~ PORT

8. Bytes transferred
. BYTES
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|dentity Based Encryption (IBE)

e Proposed by Shamir, 1984
e Realized by Boneh and Franklin, 2001
e Nice properties

o Hierarchical

o Can split the key

o ldentity can contain timestamps



Requirements

e Uses of NetFlow
o Network debugging
o Law enforcement
o Statistics
m Billing
m Network planning
e Privacy
o Separation of duty
o Aggregate vs. individual

o 1-10 GBit rates for /124, /122, /120
e Transparent to users
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Threat model & challenges

e Confidentiality
o Employees that don't understand the policy
o Not following proper legal processes
o Rogue employees (backward security)
o Compromised systems (backward security)

e Must have basic statistics readily available

e Challenges
o PKI
o Scalability
o Statistics
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Fprobe session flows

lSession data
Nfcapd
: NetFlow records
= (every 5 mins)
Encrypt using NetFlow Import R
IBE & AES records statistical data P
7 e
Yy
.
< i
Encrypted
flow records Statistics DB
N — I




Step 0: Data Collection

e Fprobe 1.1 running

e Nfcapd collects the flow and does file rotation
every 5 minutes (configured)

Fprobe session flows

Session data

Nfcapd

NetFlow records

(every 5 mins)

NetFlow
records Time-stamped
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Step 1: Flow Encryption

e Flows are combined per IP
e AES (128 key size) encrypts the flow
e |[dentity Based Encryption (IBE)

enCprtS AES key USIng Fprobe session flows
o Corresponding |IP address
o Corresponding file timestamp Nfcapd

Encrypt using NetFlow
IP, IBE(AES-key), AES(flow record) IBE & AES records

: Encrypted

flow records
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- TTO: Total TCP bytes Out |
- TUI: Total UDP bytes In
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- TUO: Total UDP bytes Out =
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- LPI: List of Ports In

- LPO: List of Ports Out
- BI: Bytes In

- BO: Bytes Out

- PI: Packets In

- PO: Packets Out



Q1 : Sum|BI,(TP > «)eIP]| & result > 3

Q2 : Sum|BO,(TP > o) e IP] & result > 3

Q3 : Sum|BI + BO,(TP > o) ¢ [P| & result > 3




examples
-
| S
S being used)

=
Q5 :list|LPI, (TP > a)eIP;]
"’-'f'- + listiLPO,(TP > a)elIP]

VIP; € subnet, count(IP;_) > 5 2% M"!E



Experimental setup

e /20, /122, /24 traffic data was generated

e Core i7 X980 running at 3.33 GHz, 24 GB RAM, RAID 0 array at 3
Gbps

e Live capture experiments for 6 hours for each subnet size
o TCP-replay

e Measured times for data recording vs. encryption and statistics
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= Time to generate Statistics
- = = Time to Encrypt
—— Time to Encrypt+Statistics
= Time to Record




-—=Time to generate Statistics
- = = Time to Encrypt
—— Time to Encrypt+Statistics
== TiMe t0 Record
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- = = Time to Encrypt
—— Time to Encrypt+Statistics
= Statistics
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- Discussion
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- Future work

fnd{ semantic security
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Takeaway message...
Collection of network data doesn't need to be in
conflict with privacy concerns.

Specifically, tools to help enforce policies on the data
can help.
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