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NetFlow
● Network protocol developed by Cisco 

○ Cisco IOS, NXOS such as Juniper routers, Enterasys Switches, Linux, 
FreeBSD, NetBSD and OpenBSD.
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What's in a NetFlow record?

1. Source IP address
2. Destination IP address
3. Source port for UDP or TCP
4. Destination port for UDP or TCP
5. IP protocol
6. Ingress interface
7. IP Type of Service
8. Bytes transferred
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Identity Based Encryption (IBE)

● Proposed by Shamir, 1984
● Realized by Boneh and Franklin, 2001
● Nice properties

○ Hierarchical
○ Can split the key
○ Identity can contain timestamps



Requirements
● Uses of NetFlow

○ Network debugging
○ Law enforcement
○ Statistics

■ Billing
■ Network planning

● Privacy
○ Separation of duty
○ Aggregate vs. individual

● 1-10 GBit rates for /24, /22, /20
● Transparent to users



Threat model & challenges

● Confidentiality
○ Employees that don't understand the policy
○ Not following proper legal processes
○ Rogue employees (backward security)
○ Compromised systems (backward security)

● Must have basic statistics readily available

● Challenges 
○ PKI
○ Scalability
○ Statistics
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Step 0: Data Collection
● Fprobe 1.1 running
● Nfcapd collects the flow and does file rotation 

every 5 minutes (configured)

Time-stamped



Step 1: Flow Encryption
● Flows are combined per IP
● AES (128 key size) encrypts the flow
● Identity Based Encryption (IBE) 

encrypts AES key using:
○ Corresponding IP address
○ Corresponding file timestamp

IP, IBE(AES-key), AES(flow record)
.
.
.
.



Step 2: Statistical Reports
● Records are filtered out into:



Query examples

(Link utilization)



Query examples

(Applications being used)



Experimental setup
● /20, /22, /24 traffic data was generated

● Core i7 X980 running at 3.33 GHz, 24 GB RAM, RAID 0 array at 3 
Gbps

● Live capture experiments for 6 hours for each subnet size
○ TCP-replay

● Measured times for data recording vs. encryption and statistics



IBE scalability
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/24 (zoomed in)



Offline Experiments



Discussion

● Network size scalability acceptable
○ IBE scales as expected
○ Statistics implementation details

● Traffic rate scales to above 10 Gbps



Future work
● Implementation

○ Crypto and semantic security
○ Inference

● Differential privacy

● More statistical queries



Takeaway message...

Collection of network data doesn't need to be in 
conflict with privacy concerns.  

Specifically, tools to help enforce policies on the data 
can help.
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