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Scenario 1: Suspicious Death

Donald Norby was found dead in his home
Unclear whether this is a suicide or homicide
Possible involvement with organized crime

Scenario goals:
Forensic exam of victim’s Android device
Answer investigators’ questions
Did Norby kill himself or was he murdered?
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Scenario 2: Intellectual
Property Theft

Data breach at SwiftLogic Inc
Yob Taog is suspected of the leak

Scenario goals:
Forensic exam of suspect’s Android device
Answer investigators’ questions
Did Taog steal the information?
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Scenario Twist!

* The murder victim is the data thief

* Norby installed malware on Toag’s Android

* The malware exfiltrated files for Norby

* Norby was selling stolen data to criminal
group

* Norby attempted to get more $$ for the
files

* Norby was shot by a member of criminal
group

* Toag was innocent and unaware of these
activities
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Background on Android

Rooting versus recovery partition

Acquisition using nandump versus dd
dd does not obtain spare area
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State of the science in 2011

Limited solutions for Android NAND analysis
String extraction and carving

Commercial tools in development (beta)
Parse YAFFS2 and process some databases
Applied to NAND dump with spare area

Unable to parse dd image of partition
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Challenge Design

Wanted “layers of difficulty”

Case files are collected with two techniques:

Recovery image - full nanddump, contains OOB/spare information
Root + dd style - a scenario that might occur in typical investigation
Both had ad-hoc acquisition logs

Case files consist of typical phone information (call log data, text
messages, etc)

Custom malicious applications, various app obfuscation
Used an intermediate data storage server

SDCard images (note: wiped with “DFRWS2011"” so any O's are a
result of the formatting process or typical operation)
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Taog Yob

Activities and Interests

Taog Yob
Activities Eating is on Facebook.
- To connect with Taog, sign up for
— Facebook today.

@ wall Interests ) ;
It's free and anyone can join. Already a

L] Info member? Log in.
Photos
MNaotes 3 =
D Apps Goats La Llama que Wrong Taog Yob? Try again
An Friends 1
llama
Taog Yob Search
Other BMW USA Others With a Similar Name

el Yob Eagger
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F‘ﬂ I IGWE r-s E‘ Radiohead  Nine Inch Mails
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&H i H 9 Books
-

Arts and Entertainment

Music

Matterhorn: A
Nowvel of the

Movies

Reservoir
Dogs
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SWIFTLOGIC, Inc NA
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Project 2201

Ekv

Pic. 3. Active Antenna (Aerial) Circuit with Minus Power Supply.

On pic. 2 and pic. 3 nonselective one-stage amplifier (transistors KT3101, KT372) is mounted directly in a dipol.
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Pic. 4. Amplifier Circuit and Dipole Equivalent Circuit (with Plus Power Supply).
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Case 2 in Cellebrite Physical (beta)

%5 O

=] g ik

58 Estraction Summary
-8 Device Infa
=B Images

o B mtds.dd
== Memon Ranges

[=-5=: Bytes Swapped

El+=1 File Spstems
= Image
E $DeletedModes
ElE* raot
B[ anr
- app
-7 app-private
- backup
-1 dalvik-cache
- data
== dontpanic
F-== lacal
1 lost+found
- mise
-7 property
-7 systemn
7 tombstones
[ cc_data
Bl Analyzed Data
B33 Chats (3)
[]--ﬂ Contacts [3)
B[~ Emails [E5)
[
[

]--{E Locations [28]

H-4) SMS Meszages [17)
-zt User Accounts (2]
----- [F] “web Bookmarks (50)

Welcome X ]/ Exbraction Summary » ]/- Chats {3} X l/ Locations (28 X/I/SMS Messages {17} X l/- Emails {657 X ]
Table ¥iew |
a3«
| Del? | Folder | Status | Parties | Message | Timestamp -
@ igent Sent shandra@cheerful com Sorry, still an Atlanta tll tonight, Rainchecks 5/10/2011 1:31:44 PM
FUTC+O)
@ iInbox Read shandra@cheerful.com {ou around For lunch) Hew -- a Few of us are 5/10/2011 11:26:46 AM
gaing ta that great Indian buffet For lunch todaw, (UTCHD)
You interested?
o iInbox Read shandra@cheerful.com {Fe: Sarry, still an Atlanta bl QK. Safe travels! 5/10/2011 4:39:15 PM
7 {UTC+0)
1 Original Message -----
@ iInbox Read 4124393333 ou have insufficient Funds ko send message. 5/10/2011 3:43:03 PM
FUTC+HD)
@ iInbox Read 4124393333 ou have insufficient Funds ko send message. 5/10/2011 3:43:40 PM
UTC+O)
@ iInbaox Read shandra@cheerful can {Mearby! Coming for my beer) Hew Yob, T am S/EI2011 1:34:55 AM {ITCHD)
closing inon Fat Heads, See wa soon,
@ iInbox Read sms. dynadel@grnail.com Reminder, planned IT autage this weekend, This 5/6/2011 5:53:30 PM (UTC+0)
maintenance window will stark at 3 PM today and
continue For approx 45 hours,
@ :Inbox Read smns. dynadel@grnail.com This effects external services such as website, 5/6/2011 5:55:16 PM (UTC+0)
email, webmail, and the ftp server, Use the
secondary email access and helpdesk # for eme ..
@ Inbox Read shandra@cheerful.com (Save me!) IF Luke asks, I'm going out with vou 5712011 11:39:16 PM
to dinmer, CKF I jusk can't face Mr. Smookh (UTC+O)
tonight, Shandra
@ iSent Sent shandra@cheerful, com Sure thing, Do you know where the wine loftis? 5/7/2011 11:44:27 PM
(UTC+O)
@ iSent Sent shandra@cheerful.com Iraninto some friends at the double wide, S/7IZ011 11:54:37 PM
meetup at §:30 or so7 (UTC+D)
@ iSent Sent shandra@cheerful.com Or you can walk down Carson and join us S/7IZ011 11:56:53 PM
(UTC+D)
@ iInbox Read shandra@cheerful. com (Re: O you can walk down)) Walking down now, S/EIZ011 3110001 AM (UTCHD)
Hope wou are skill wertical, --—--- Original Message
Fomee s A1 ™A= S T T Rl ks M
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File system examination

accounts,db X/Vl:emp X ]/- Welcome X ]/- Extraction Summaty » ]/ Chats (31 X ]/ Locations (28} X ]

W O || Hex Yiew |File Info |
2 @ mde = e = 55 el =] ] ][
-~ 58 Edtraction Summary 002134B9 | 7¢ 63 6F 5F 72 6F 73 62 65 72 67 5F 31 31 35 30 | +...nico rosherg 1150
‘ - q_

- [& Device Info 002134CE | 3¢ 6a 70 &7 50 4B 01 02 14 00 14 00 08 00 08 00 | 44590.4pgPE..........
-8 Images 002124E3 | 8¢Q7 26 05 03 00 00 41 03 00 00 1a 00 00 00 00 | «uo®. oo fune Buennn...
e dd O0Z13aFS | OC 00 00 00 03 19 14 00 74 68 72 69 6C 6C B2 AF | vuvernrrnen.ns thrillhe
= O0213E0D | 75 39 36 39 33 30 35 34 37 2E 6A 70 &7 50 4B 01 | urne 196930547.7pgPE.

[=l+=: Memory Ranges - ,
o 00213822 | 0 00 08 00 89 05 A9 3E 1E 21 64 57 6E B2 03 00 | c.vennn.... =, 14Wn. . .
== Bytes Swapped 00213537 | B2 00 00 00 00 00 00 00 00 00 00 00 00 50 1€ 18 | oorereennnennn.n.. P..
2= Image O0Zi2ed4c | OC 31 31 2E 70 &4 66 50 4B 01 02 14 00 14 00 08 | .2228-11.pdfPKE.......
S File Systems O0Z13E61 | OC 3E OE A% BB 86 D2 24 01 00 00 A% 01 00 0% 00 | ...... .. =
E-&5 Image Al 0021i2876 | 00 00 00 00 00 OO0 00 F7 05 18 00 61 73 T4 T2 BF | vernrennennrnnns astre
= tDelstedNodss O0Z13E8E | 2102 14 00 14 00 08 00 08 00 SA 05 A9 3E 48 42 | .dbPR............. =HE
L 00212Es0 | 1 F1 BB 00 00 OB 00 00 00 00 00 00 00 00 00 00 | «uvevenen e eeeenenn..
00Z13EES | OC 00 32 32 32 38 2D 31 32 2E 70 64 66 50 4B 01 | ....*..2228-1Z2.pdfPK.
5 am 00Z13ECA | 02 00 08 OO0 8A 05 A9 3E 59 9B 26 01 07 98 00 00 | vvuvuvernnnns YL B ..
& app O0Z13EDF | 3500 00 00 00 OO0 OO0 00 OO0 OO0 00 00 00 3B @9 19 | Guvererrnrnnnnnnn. Peo
7 appprivate O0Z13EF4 | OC 31 35 2E 70 &4 66 50 4B 01 02 14 00 14 00 08 | .2228-15.pdfPK.......
BB backup 00Zi2c09 | OC 3B B2 D9 34 5¢ D3 62 00 00 &5 73 00 00 Oa 00 | ...... .. 4% . h..es. ...
= comandisidintem | D0Z13CLE | DCOD 00 00 00 00 00 7B 61 1a 00 32 32 30 31 2D | ............ {a..2201-

0021323 [ 34 45 01 02 14 00 14 00 03 00 08 00 S84 053 A% 3E | 4.pdfPE..... o0 uv i ut

2 com.google.ando 00212042 | EE OO0 00 81 A7 00 00 0A OO0 00 OO0 00 00 OO0 OO0 O0 | «eve e e e e e,

H-= pending 00Z13¢C50 | OC 4 1A 00 32 32 30 31 2D 37 2E 70 64 66 50 4B | . ouvee.. .. 2201-7. pd £EI
-5 dalvik-cache O0z13c7Z | 0208 00 08 00 84 05 A% 3E D3 10 BC 05 6E 9& 00 | oo ene .. S S
- data 00z13c87 | OC 00 00 OO0 00 OO0 OO0 00 OO0 00 00 00 00 00 SF 50 | «eeme e e eeeae e B

E-E android ts oozizcsc | 112D 38 2E 70 64 66 50 4B 01 02 14 00 14 00 08 | ..2201-8.pdfPR.......

b 00zi3cEl | OC 3E AE 08 55 9B BA 95 00 00 07 B5 00 00 0& 00 | ..., FARE | AU
_ 0ozi3ccé | OC 00 00 00 00 O0 00 OS5 EBE 1B 00 32 32 30 31 2D | v uvee e, 2201-

B au.com.phi 00Z130DE | 3° 4B 01 02 14 00 14 00 OB 00 08 00 84 05 A9 3E | 9.pdfPR. .. uveenn.. ..t

F- com.amazan.mp3 00z13cF0 | 61 0Z 00 97 B2 OZ 00 0OA OO0 OO0 OO0 OO0 00 O0 00 00 | #eSC. o v v e e e e eeenns

2-E= com.andriod.mm 00z13D05 | OC 80 1c 00 32 32 32 38 2D 37 2ZE 70 64 66 50 4B | +vvee.... 2228-7. pd£EI

BB fies 00Z1i3pia | 0202 00 08 00 S84 05 A2 3E 90 94 F7 02 51 04 02 | v eennnn. F
B 00Z13D2F | OC 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 DL 17 | v e e,
00213044 | 112D 31 30 2ZE 70 64 66 50 4B 01 02 14 00 14 00 | ..2228-10.pdfPE......

_ 00z13D59 | Of 49 3E 6D DE ZE E5 FA 00 00 00 %7 01 00 00 15 | «.o..... BHLe e

- comandroidalaime | pncisnes | of 00 00 OO0 00 00 00 OO0 8% 1¢ 21 00 72 6F 62 6F | «veerevrvnnnn..l.rohe

E- comandoidblugte | 00213083 | 5873 65 SF 66 T2 65 65 ZE 62 61 6B 50 4B 01 0Z | defense free.bakPK..
®-7 comandoidbows | 00213098 | 14 08 00 B4 05 A9 3E ZB BC 87 598 B0 00 00 00 BZ | ........... -
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Challenge Submissions

All will be available online (and associated tools)
2 team submissions: 2 individual submissions:

Fox-IT in the Netherlands

Korea University

Digital Forensic Research Center
Apurva Rustagi

P. V. Burenin

But we know there were more participants, and we know people were

working on it from immediately after release to right before the
deadline...
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Challenge Participants

Not all participants submitted solutions

GeolP located IP addresses, (Three different tools)
from server logs in the intermediate server:

Chemnitz Germany

lllinois USA

Seoul Korea Korea

Seoul Korea Korea

Seoul Korea Korea

Bejing China

Berlin Germany

Madrid Spain Madrid

Paris France Marina Del Ray, CA
India Mumbai India

Dallas Dallas USA

Russia Russia

Texas Texas

Seoul Seoul Korea
Amsterdam Delft Delft, Netherlands



72DFRWS .
Challenge Participants

Not all participants submitted solutions

The intermediate server:

¢ + EEmETTITETET )

i ths = not the webserver you are bokmg for

] http://50.56.29.109/ss/ + |

| Sj | [ http://50.56.29.109/s5/

no files have been uploaded in the past 48 hours,
check the server logs first, then call Cyph3r if there are issues.

Figure 19. Login success : http://50.56.29.109/ss/
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View History Bookmarks Tools Help

Preview Invite

SQL Server Magazine
Pittsburgh Downtown Part.
Twitter

Google Calendar

DAG

'y - ensuring ility and recovery with Paul Robichaux, July 21 - View on Mobile Phone | View as Web page SQL Server Magazine The Smart Guide to Building World .

Downtown Happenings, Week of July 18 - Week of Monday, July 18 - Sunday. July 24 Thank you to our Renaissance and Visionary Leader

sophie iter (| phi it) is now following you on Twitter! - Twitter sophie rossiter @sophiecvmrossit is now following you (@yob_taog). sophiecvmrossit sophie ...
Reminder: Project Pl ing Meeting @ Fri Jul 15 3:30pm - 5pm (yobtaog@gmail.com) - mare details » Project Planning Meeting When Fri Jul 15 3:30pm — Spm Eastern Time Calendar .

(& fa https://mail.google.com/mail/?shva=1#inbox Bl
itedv [¢/Release Notes [IFedora Projectv []Red Hatv [iFree Contentv
Inbox (219) - ... % |*My Account x |+
war Documents Photos Reader Web more yobtaocg@gmail.«
|| Search Mail | | Search the Wep | S search ooiens k
e e your account was llgnore
Office 365 Pittsburgh - wuww. plusconsulting.com - Best Productivity Experience Now in the Cloud About these
[Jv | Archive Spam Delete = = Movetow Labelsw Mare ¥ (] 1- 50 of 25
= Try on a new inbox: ~ Classic | Important first ~ Unread first ~ Starred first  Priority Inbox
) [ windows IT Pro Last Chance: ge Cl ges in ge 2010 - View on Mobile Phone | View as Web page Windows IT Pro The Leading Independent Community for I T
[] ~ wininfo Daily UPDATE Circling the Drain, RIM Lays Off 11 Percent of Workfor - View on Mobile Phone | View as Web page Circling the Drain, RIM Lays OFf 11 Percent of Workiorce
5 ] pittsburgh Downtown Part. Downtown Happenings, Week of July 25 - Week of Monday, July 25 - Sunday, July 31 Thank you to our Renaissance and Visionary Leader
] Business Technology Upda. The Social Enterprise: An Interview with NewsGator - View on Mobile Phone | View as Web page Windows [T Pro UPDATE The Social Enterprise: An Interview ..
] windows IT Pro Nominate Your Favorite P for the Ci Choice Awards - View on Mobile Phone | View as Web page Windows IT Pro is Now Accepting Nominations for the 2011 ...
[  Google Calendar : Project P ing @ Fri Jul 22 3:30pm - 5pm (yobtaog@gmail.com) - more details » Project Planning Meeting When Fri Jul 22 3:30pm — Spm Eastern Time Calendar .
[ Exchange and Outlook UPD. Working with Outlook's Personal Folders Backup Utility - View on Mobile Phone | View as Web page Exchange & Outlook UPDATE Working with Outlook's ...
[ windows IT Pro Blogs: The Private Cloud Explained by Otey and Highly Available Hyper-V Workloads Acros... - View on Mobile Phone | View as Web page Windows IT Pro The Leading Independent Community for [T .
T O SQL Server Magazine UPDA. The New Kid in Town: SQL Server Denali - View on Mobile Phane | View as Web page SQLServerMagazineUpdate The MNew Kid in Town: SQL Server
orimae [J  Winlnfo Daily UPDATE Intel Beats Estimates, Offers Upbeat Predictions for Future - View on Mobile Phone | View as Web page [ntel Beats Estimates, Offers Upbeat Predictions for
X O Security UPDATE VMware Virtualization Security - View on Mobile Phone | View as Web page Security Update Security Solutions VMware Virtualization ...
eakna ey O DevProConnections UPDATE Tim Huckaby: Clearing Up the FUD Around Windows 8, HTMLS5, and Silverlight - View on Mobile Phone | View as Web page DevProConnections_Silverlight_Edition Windows &8's FUD ...
\skavich [ CloudITPro UPDATE EMC Imp Cloud g g Q&A: IDC Analyst on Cloud's Potential; and More - View on Mobile Phone | View as Web page Rich Karpinski From the Cloud by Rich Karpinski EMC And ..
T (| SharePoint Pro UPDATE To BLOB or Not to BLOB - View on Mobile Phone | View as Web page Sharepoint Pro Update To BLOB or Not to ELOB ...
m_ [[] WinInfo Daily UPDATE Apple Earnings Lifted by China Sales - View on Mobile Phone | View as Web page Apple Eamnings Lifted by China Sales thurrott By Paul ...
o [J windows IT Pro Windows IT Pro & Group Policy - Get 7 Extra Issues - View on Mobile Phone | View as Web page Subscribe to Windows IT Pro You're missing the
c [J  Wininfo Daily UPDATE Despite Doom and Gloom, Microsoft Wraps Up Record Year - View on Mobile Phone | View as Web page Despite Doom and Gloom, Microsoft Wraps Up Record Year
[J  wWindows IT Pro UPDATE Windows Server 8 Hints at Microsoft's Private Cloud Plans - View on Mobile Phone | View as Web page Windows IT Pro UPDATE Windows Server 8 Hints at
d = [ windows IT Pro Smart Tips for Virtualizing Desktops and Apps - View on Mobile Phone | View as Web page Windows IT Pro The Leading Independent Community for IT ..
: [ MobileDevPro UPDATE Are You Ready for a Mobile App Hackathon?; Practical App-Building Advice; and More - View on Mobile Phone | View as Web page MobileDevPro UPDATE Rich Karpinski Mobile Musings by Rich ...
[J  Wininfo Daily UPDATE Amazon Tablet Rumors Heat Up - View on Mobile Phone | View as Web page Amazon Tablet Rumors Heat Up thurrott By Paul Thurrott ..
 left O
O
O
O
O

Windows IT Pro

Mark Minasi's 5 Years of Power Tools eBook Now Available! - View on Maobile Phone | View as Web page Mark Minasi Check out the latest Windows IT Pro's ..
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@

Activity information - Mozilla Firefox

SEES

PEEERIEREE https://mail.google.com/mail/?ui=2&ik=5db6ca3b42&view=ac

Activity on this account

This feature provides information about the last activity on this mail account and any concurrent activity. Learn more

This account does not seem to be open in any other location. However, there may be sessions that have not been signed

out.

| Sign out all other sessions

Recent activity:

If the activity below doesn't look like yours, change your

assword immediatel

. Learn more

Access Type [ 2]
(Browser, mobile, POP3, etc.)

Unknown

Unknown

Browser

Location (IP address) [ ? ]

South Korea
a.ac. kr:163.0

South Korea
(korea.ac.kr:163.

* United States (PA)

Browser

South Korea (163,

Browser

South Korea (163.

Browser

South Kaorea (163.

Browser

South Korea (163.

Browser

Browser

South Kaorea (163.

Browser

South Korea (163.

Browser

South Korea (163.

Mabile

(
(
(
(
South Korea (163.
(
(
(
South Korea (211.

Alert preference: Show an alert for unusual activity. change

Date/Time
(Displayed in your time
Zone)

Jul 21 (4 days ago)

9:01 pm (0 minutes ago)

Jul 23 (2 days ago)

Jul 23 (2 days ago)

Jul 23 (2 days ago)

Jul 23 (2 days ago)

Jul 22 (3 days ago)

Jul 22 (3 days ago)

Jul 22 (3 days ago)

Jul 22 (3 days ago)

Jul 22 (3 days ago)
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Fox-IT

lvo Pooters, Steffen Moorrees & Pascal Arends

* Developed Python utilities

* Presented visual reconstruction of evidence

* Great overall synthesis of evidence and
application to the Scenario
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Call logs

Contact name Mumber(s) Other info

hr E 4439264768 Email: mre@hushmail.com
Taog 4124393388

Mr e 4439264768

Table 11. Recovered contact records from Morkby's phone

Furtherwe used the same script to extract call history records from the user data partition.

Mumber Date,time {utc) Duration | Infout Mame
[secs)
4 359 264768 05/04/ 2011 11:31:08 PM 31 Cut hdr E
4124623802 0505/ 2011 12:04:01 AR a1 Ot
| 444 39 264768 05/05/ 2011 12:38:17 AM 115 Ot hir E
4124623802 05/05/ 2011 03:18:33 PM 84 Ot
4 359 264768 05/08/ 2011 06:46:24 PM 3Bl In hdr E

Table 12. Recovered call history records from Norby's Phone

It is very likely that during the period 5/4/2011 to 5/8/2011 Norby was engaged in multiple
telephone conversations with the number stored under the name of mr E. Further, Norby contacted

the number 4124623802 twice with call durations of 91 seconds and 84 seconds respectively.
Performing open source investigation on this number leads to a Verizon Wireless store in the
Waterfront shopping centre in Pittsburgh.




Kriptix Headquarters?!?!
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Fox-IT Visual Reconstruction

wuensdag w‘ mei 2011 woensdag 4th mei 2011 woensdag 4th mei 2011 donderdag 5th mei 2011 vrijdag 6th mei 2011 wiijdag 6th mei 2011 wiijdag 6th mei 2011 zaterdag 7th mei 2011 zaterdag 7th mei 2011 zaterdag
0 12 00 1800 1990 200 2005 /30 25 2000 2 2130 0:00 300 6:90 %00 12:00 1800 2100 213%SD 0:00 600 200 1300 M0 1430 1435 1500 1515 1530 18,00 000 600 1200 1250 1300 21555 22:00 2205 22010 23
i 5 . R e R A R S A A Ly R . . o an Ly U i X N .
callin:
760 7058388
127 Seconds
callout:
7607058388
0 seconds
ol callin:
: 760 705885
5854561283
i 110 second
wiell quys, Tm going to take the ph
Ihave deuded ioget azRAND NEW Motorola Droid,
Andraid goodness 11 et
Thave called my Sovtrie Venson store ot e Pt burgh Waterfront, Shandra SMS Yob: o ol o PO Tl E-mail
checked that they have plenty in sto Hey Yob, [ am dosing in on Fat Heads. See ya soon. P Got the last four PDF fles Shancra SHS Yob:
Tuilbe headlng out there a lte later to pick up that bad boy. Twitter m system adrin 'andra SMS Yob:
o (Save mel) I Luke asks, I going ut with you todiver, OK7
ves. Yay! Just picked up my news android smartphone! 111 1 E-mail ot can'tface M. Smooth tought,
4-5-2011 11:50:00 4-5-2011 21:43:00 Out Gnttﬁs ﬁrst three PDF files Shandra \
P \ . ystem acimi inked?-
In AtFat Heads Pittsburgh n e
r . Tt First POF fle put on the D card .
Instal software
n SMs: out .
com.andiod.rom-apk Linked Reminder, planned IT outage this weekend. In
Send 4-5-2011 20:45:00 out This maintenance window will star t at 3 PM In Last PDF file put on SD cardly
‘ " orinking taday and contiue for perer s hows. | | Saved ‘
Instaled ]L saved
e content
& Same | |
Wob .
4124393388
out
out o out out
out
' \ Same N o opt :
cantent B o KsmSFORI ARDED SMS from 6245 at
Status mes sage) e BDUISOTTISCBAnTs New Yorkl  lamsvrusms: Jpkg upload
ksmsvzwsms: [message/Service Started ksmsFORWIARDED SMS from 6245 at 20110505 6,126, 14200, 1, 130473100%) ey ooy o
4-5-2011 20:50:00 T173426AmericaNew_York(4,124,-14400, -shandragmegrfu\ «com (Save mE\) if o e
1,1304631266) ;shandra @chee ful. com Luke asks, [m 5oing oUt with you...
{Nearby! Coming for my beer) Hey Yob, I.am ksmsvzwsms: //message/caﬂlr\.
dosing in on Fat Heads, See yasoon. 5854561283 May 6, 2011 PMEDT
1
! KSMSFORW ARDED SMS from 6245 at In
1 1 20110506 T095308America/New_York
(5,125, -14400, 1, 13046 89958)
:sms.dyn adel @gmail .com Reminder,
planned IT outage this weekend, This ...
i
[ In
Py s
Norby I
4124393389
out
| out
ﬂ | out Taken
web ¥V
Norby calls 4124623802 1 out
{Verizon Store)
452011 20:04:00 out Norby SMS MR, E Link
Got the perfect Guy,
plan i already in motion Web
web 45-201121:09:00
; | Norby calls 4124623802 Photo from car interior
tore) 6-5-2011 10
Norby calls MR,
452011 1853100 Web search Swiftogic,+ Yob 5-5-2011 14:15:00
o 4-5-2011 20:06:00 MR. E SMS Norby
Hreakaleg Norby SMS MR, E |
the implementation seems to be working ok,
no gold yet though
Norby calls MR, £ 5-5-2011 14:30:00 SMS Draft:
l¢-5-2011 20:38:00 . software seems o be working,
Iwas 2 litle worried given the
source and short timeline
I out Visit twitter profile Yob Taog. 75201124700
http k ho?id= 1067852126,
Visit Facebook profie Yob Taog. s 0
http: 1 b ook, hp?id= 1057852126 2011132700
Lol
Py

MR, E
4439264768
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Korea University

Jewan Bang, Jungheum Park, Hyunji Chung, Dohyun Kim,
Sangjin Lee

* Developed Visual studio projects to parse YAFFS2 data

* Very comprehensive report
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Korea University YAFFS2 Parser

e L WINDOWS' system32h cnd.exe

Droid flash memnrﬁ dump reconstructor v8.5
Digital Forensic Re

Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting
Extracting

gesLase roidimage.exe "
\DFRHSZEII Challenge\CaseZ\Dutput

search Center, Korea University.

cc_data

R1PB2080

appwidgets.xml

accounts.db
batterystats.bin.bak
batterystats.bin

stats.bin.bak

stats.bin

pending.bin

status.bin.bak

status.bin

accounts.xml

B10B2080

cameraCalFile.bin

accounts.db- journal

packages .xml

android.accounts. AccountAuthent icator.xml
android.content.SyncAdapter.xml

B12B2418
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Installed Apps

INSTALL_FAILED com.boolbalabs. tossit preview 20011-05-04 21:30:03
INSTALL_FAILED com.dragonplay.blackjack 20011-05-04 21:30:34
INSTALLED aucom.phil 20011-05-04 21:30:51 201 1-0504 21:37:54
INSTALLED com.mag icwach.rdefense_free 2001-05-04 21:31:59 201 1-05-04 22:06:59

INSTALL_FAILED

dklogisoftaircontrol

2001-05-0421:32:32

INSTALL_FAILED corm forthblue pool 20011-05-04 21:33:33

UNINSTALLED com twidroid 2001-05-05 12: 14:41 A 1-0505 12:15:19 2001-05-07 23: 1001
INSTALLED comseesmic 2011-05-05 12: 16:20 201 1-0505 12:16:41

INSTALLED COMm.SCcoreninga 2001-05-05 14: 18:07 A0 1-0505 14:18:13

UNINSTALLED ochell.android pdfview 2001-05-07 12:58:37 A1 1-05407 12:539:20 2001-05-07 14: 16:24
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Malicious Apps

-class public com/andriod/mm/mediaMounter
.super android/app/Service
-source mediaMounter.java

-field
-fField
-field
-field
-Field
-field
-Field

private
private
private
private
private
private
private

-method public

limit registers 2
; this: v1 (Lcom/andriod/mm/mediaMounter;)

.line 51

invoke-direct {v1},android/app/Service/<init> ; <dnit>()V
-line 63

new-instance vd,android/os/Handler

invoke-direct {v@},android/os/Handler/<init> ; <init>()V
iput-object vd,v1,comnfandriod/mmn/mediaMounter .mHandler Landroid/fos/Handler;

line 3n§

static final DEFAULTHOST Ljava/lang/String; = “50.56.29 189"
static fFinmal DEFAULTPORT I = 188M : X271

static final FILEMAME Ljava/lang/String; = “temp”

static fimal HOUR J = 3608008 : Bx36ee80

static final LOG_TAG Ljavaflang/String; = “mm™

mHandler Landroid/os/Handler;

mTask Ljavafutil/TimerTask;

{init>{ )V
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“Donor Device”

And then, we tried to install the application, com.andriod.mm.apk, in our DROID smartphone.

EIDH w:...l 10:46 pua Qﬂﬂ wf:.l 10:48 i maﬂ WG 10:48 pia

HoaTie |i|. Kl Edit Sealct
. com.andriod.mm

. com.vZzw.smsProvider

Allow this .||;|p||-; ation Lo
15.54 |

© Hide

® System tools

Inseall ! Cancel !

Above figures shows the "Media Mounter” application. When 1t 1s installed, the Android installer informs so
malicious activities such as ‘Network communication’ and ‘Intercept Calls’. After installing the application,
could notidentify an application icon. This means that the application 15 running in background.
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Geo-locate (examples: Facebook “check in”, gmaps search)

Figure 29. Google Map Search Result: Destination
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P. V. Burenin Submission

Some of these downloaded files are very interesting (they are stored in
"SDCard/download" folder). The file named "SDCard/download /2228-11.pdf"
stores scheme of an old Russian car "BA3 2106" aka "ZKwurymu mecrépka'...



QWIF 1 LVOUIL, 1TV NAME:

7ZDFRWS | —azem o

S =
e SUBJECT:

BA3-2106 56 57 58 __59
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And the Winner is...

Fox-IT !

lvo Pooters, Steffen Moorrees & Pascal Arends
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THANKS!

Thanks to all those who participated
i(especially those that submitted ;-)
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