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The problem

= An analyst is often faced with an assortment of file

fragments from slack space on e.g. usb-sticks, hard-
disks etc.

= Often enough of the header hasn't survived to help
identify the type of the file fragment

* The type is an important piece of information when trying
to reconstruct the actual files (or parts of them at least)

* Thus automatic file fragment type classification is a
worthwhile endeavour
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The approach

" Normalised compression distance:

* Built on the idea that modern compression algorithms are
close to the (incomputable) Kolmogorov complexity
measure of distance

* The idea is that by compressing two vectors (A and B) and
then the concatenation (AB) then the shorter the
compressed concatenation is compared to A (or B) then
the “closer” they are, i.e. the less redundancy there is
between them

* Formally:
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Classification

* Straight old k-nearest-neighbour (for different values of
lkl)

* j.e. with k=10 if three of the closest feature vectors were
of type zip and seven were of type exe, then the feature
vector under classification is assigned class exe, even if
the closest example might have been a zip feature vector

= We do the full n-valued classification here, i.e. we don't
try and classify pairs of files against each other, but
classify all file fragments into one of the (twenty-eight)

different file types
[]
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The corpus

Blekinge Institute of Technology
SE-371 79 Karlskrona

+46 455 38 50 00
www.bth.se/eng

In order to promote comparison between approaches
we've used the public corpus by Simpson et.al.

In particular the 1 million files of different file types

It contains 28 different types of files (based on file
name endings)

* pdf, html, jpg, text, doc, xls, ppt, xml, gif, ps, csv, gz, eps,
png, swf, pps, sql, java, pptx, docx, ttf, js, pub, bmp,
xbm, xlIsx, jar, and zip



Experimental data _

= As a rule fourteen 512byte fragments were selected at
random from each file (for files that were long enough)

* 512 was chosen since that's the minimum frag size in
common use and also the most conservative choice

= In total close to 32000 fragments were chosen

* Since run time is quadratic and in lieu of doing ten-fold
cross validation we ran the experiment ten times on ca
3000 blocks each time

Blekinge Institute of Technology
SE-371 79 Karlskrona

+46 455 38 50 00
www.bth.se/eng




Overall results

[]
" Overall accuracy (random would be = 3.5%, i.e. 1/28

o

Average hit rate (%)

36.43
34.95
34.96
34.31
34.17
33.65
33.50
33.06
33.00
0 32.86
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Results per file type
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Class 1 o 2 T 3 o 4 T 5 T f o) T T 8 a 9 a 10 a
eps 69 (1) o (13 TO (1) &7 {13) 7O {10y & (12) 71 91y 68 (12) TJO {11) TO (12
Jm’p 68 (1) 62 (12) 66 (12) 67 {12) 68 (12) 67 (13) 66 (13) 67 (130 67 (13) 67T (13)
csv 67 (12) 61 (14 63 (14 o4 (12) 65 {13y 65 (13 66 {13y &7 (12) 66 (13) &7 (12
wf 69 (12) 73 (12) 69 (1 66 (l1) 62 (1 62 90 59 (0 60 (83 38 (90 B (75
xml 5B (150 56 (16) 58 (150 5B (15 39 {15 58 (14 SR {14 58 (13 AR (15 57T (13)
s 62 (12) 59 {13y 58 (15 56 {l6) 58 {17y 57 (18) 57T (18 55 (18 M (199 52 22
bmp 51 (12) 39 (12) 48 (92) 33 {11) 5 (&9 5 (OO0 57 {0 536 (1) 57 (1) 58 (10
doc 48 (100 56 (13) M (11) 53 (12) 30 {1y 52 (n 49 {11y 50 (130 48 (14 52 (15
xls 51 (13) 46 (1) 48 (100 47 (12) 30 {13 49 (3 5 {4 50 (A3 A3 448 A0 (13
xbm 61 (14) 51 (17)y 31 {017y 50 (18 30 {18 4 (¥ 45 {19 40 (1% 40 200 39 (19
docx 47  (14) 4 (13 35 (15 45 (18) 49 (200 49 {21) 50 22y 50 (22) 51 23 51 (22)
jar 59 (B9 55 92y 47 (1) 49 {13) 48 {13 H4 (13 44 (a4 40 () 39 (11) 33 (12
zip 61 {17y 4 24 51 (21) 45 i22) M 21y 43 21y 43 2%y 42 (23) 41 22) 42 (23)
ps 40 (4 43 (14 39 (14 39 {15 3 (1% ¥ (4 I (04 I (14 36 (14 36 (15
sql 40 012y 3B (11 3 12y 3 {12y 3 {12 3T (4 3w (14 36 (14 37 (15 3w (15
pub 532 (26 43 (22) 3 (22) 33 {22) 31 2 ¥® 9 1 200 24 (19 22 {18 21 (19
html 25 (10 36 (100 35 (10) 34 (8) 31 o 3 9 30 a0 30 9y 20 (10)p 28 (1)
xlsx 43 (13 20 daup 30 a4 3 an 32 ey 3N a¥H 29 (AT 20 (9 30 20 29 (20
text 19 (100 27 (12 25 {13 23 12y 23 {1 23 (a2 22 (1 23 12 23 12y 24 (13
pdf 23 9 26 (a» 25 (0 4 (4 24 aun 23 ay 22 {an 21 an 21 am 21 (1
ppt 14 (07) 14 95 1 (78 13 (92) 13 &1 12 94 14 78 15 &5 14 (&7 15 (86
swf 11 (16 11 {15 11 (4 10 1% 10 e 12 (1% 12 (4 12 (13 10 a2 10 (11)
jpe 72 (65 12 1y 11 94 92 (7)) T8 (68 63 (64) 54 60y 3T (3T 34 (34) 52 (40
gif 74 (57 14 (1 12 (07) B4 (52) 62 43 53 4e) 55 44y 54 (6 50 (37) 49 (iy)
ppx 89 (B89 12 (10 T9 43 3538 (37) 60 (73 62 (75 539 (39 61 61 58 (33) 47 (50
pps 68 40 41 29 54 (44) 47 (38 i1 300 51 48 AT (A3 63 (32 70 (32) T8 (51)
gz 44 (38 &7 63 82 (60) 352 (38) 40 {36 48 (62) 50 (60 57 (61) 58 (49 49 (i3

g 33 40 11 (&1 80 (73) 43 @7y 42 34 36 (31) 36 (31) 42 @0y 39 (36) 38 (47)




|
- Mi f t %
- in accuracy per frag type (%
[ |
Class min
java 45.2
tf 383
€ps 319
1) 333
doc 253
xml 25.2
xls 234
jar 21.3
bmp 16.7
htmil 14.2
js 12
sql 11.1
xbm 11
pdf 10.7
xlsx 57
zip 54
docx 53
pub 4
text 2.5
. ps 24
gif 0.7
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Fptx 0.7
swi 0.7

Fps 0.6




Class a7 png swi ipe Ppix gif pPpt
k-value =10 =2 =2 k=7 k=2 : =12 =2 k=10
bmp 7 3 3 5 5 8 10 35
CEV 1

doc 74 2 2 50 5 33 32 HT-‘|
docx 495 470 470 464 381 S 440 435
£ps & 2 2 9 3 4
gif 44 128 128 63 136 122 23
oz 2 26 o7 a7 &5 40
html 7 12 4
jar 2 2
java 4
jpa 46 Q0 90 30 107 ) 30
js 2 2 4

pdf 20 25 25 o 44 22 26 )
png 16 122 122 G5 |34 125 111 1]
s 31 3l 15 24 24 20 i
ot 03 {1} 10 & 15 18 10

Ppix 44 138 138 15 117 118 20
ps 1

pub 1 2 1 1

sl 1 1

g f 14 36 36 40 36 22 9
text 3 | 3 2
tf 7 7 3
xbm I 1

xls 77 23 23 25 21 24 4 &l
xlsx 339 117 117 309 119 147 120 223
xml 1 1 l 1 5
Zip 3 3 3 3
Sum 1375 1208 1067 1120 1141 1164 1107 1125




The prototype detector

= 20 fragments that were the best at predicting their
brethren were chosen for each file type (counting
excluded fragments from the same file)

= In total 560 fragments

= This includes examples of file types that do not do that
well as the classifier would be blind to these types
otherwise

* Downloaded ten files for each type at random and did a

- similar experiment as before (but only five runs)
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Class 1 T 2 a 3 a 4 T 5 T fi T 7 fig Y a 9 a 10 T
pub a7 (6) 59 (11) 50 (& 57 M) 48 (7Y 48 8 47 7 5l &) 46 (T 49 (#)
eps 61 (6) 6l 9) 6l (8 63 @) 63 9y 63 (10) 6l (8 61 9y 59 Ty 358 (9)
CEV 3 (1) 55 # 5 (A 5 ay e (1) 62 (10) 62 @ 63 (1) 63 @ 63 (9)
java 33 12y 51 (14) 50 (12) 52 (13) 52 {12y 53 {13}y 53 (13) 53 (13) 53 (13) 52 (14)
xml 30 (8 51 (11) 3l (@ 50 M) 49 (8) 49 7 49 &) 50 7 50 (Ty 50 (5)
ttf 48 (16) 49 (16) 49 (16) 49 (16) 49 (16 49 {16) 49 (16) 49 (16) 49 (l6) 49 (16)
bmp 46 (100 3B (0 45 (11 47 (a0 47 (12 49 {12) 30 12y 50 (11 3 (a2 5 (1}
xlsx 43 (5 22 7 33 (7 28 @ ¥4 O 20 ® 15 (a0 13 am 12 o 12 (9)
sql 20 33 2 32 20 33 2 3 20 33 21) 3w 20 33 2 3B (18, 36 (18
zip 15 (2) 26 3y 35 2y 39 4 M 4 36 (3) 36 (5 39 i6) 45 (50 47 (6)
is 15 {7y 35 7y 35 (7 36 6) 37 (T 38 T 37 7y 38 i6) 37 (T 38 (T
xls M4 (7 36 i4) 35 i4) 35 4) 36 (3) 36 4) 3R (5) 40 (5) 53 (8) 51 (#)
docx 1 (3 39 (5) 26 (42 6) 52 ) 3 (G 43 (3 43 i4) 45 (3 49 (3)
text 19 (5 27 7 26 (N 23 6) 23 (h 22 T 22 (8 23 (8 22 9 22 (#)
html 18 {7y 39 v 36 (8 33 ®) 31 o 3 (8 30 9 30 8 20 (&) 29 (9)
jar 3 013) 23 3 4 11 M4 a3y 24 (12) 24 (12) 30 (15 30 (15 30 (15 30 (15
doc 21 (3 27 (3 30 (3 29 () 30 3 32 2y 4 (2) 34 (2) 35 (2 36 (2)
pdf 19 (6 22 6) 24 (7 25 (6) 23 (n 2 7 22 6) 23 6) 23 6y 23 (5)
xbm 18 am 19 i® 17 (1 18 (an & (an 18 (n & Qan 1 (it 18 (1) 18 (11

g 18 (3) 24 3 14 (3) 4 () f (y 10 (1) 10 i2) & i2) ] (1) 9 (2)
swi 14 (8 10 i6) 9 ity 10 ) (| I ) g (30 10 (5 10 i6) 10 (6 10 ['EP
ppt 10 (2 12 (5) 10 (3 11 3 1w @& 1n 4 9 (3) 10 i4) ] (3) 10 (5)
gr 7 (2) 15 i4) 18 4 13 13 3 19 2 M (3 24 i4) 24 (1 22 (3)
gif 7 (3 12 3y 13 4 11 (5) g 3 11 3 13 (1) 15 () 13 (1 13 (1)
pps fi (2) 3 i1 4 (2 3 (2) 3 (2) 2 2 4 i2) 2 i2) 4 (2 3 (2)
ipg f (2) 10 i2) 14 (3 13 (2) g (1) i n 17 i2) 0 (2) 10 (3) 9 (2)
ps 5 (3 7 i3) 8 (3) B (4) 5 @ 4 3 2 i2) 8 (1) — ()] 5 ()]
ppLx 5 i4) 5 i4) 5 (4 4 3 4 (3 5 4 3 i3 5 i3) 5 (4 (i (5)




Conclusion

= Even though the method is very straightforward and
simple, simplistic even and easily implemented we still
manage to correctly classify quite a few file types with
a worthwhile degree of accuracy

* Given a fairly conservative setting, n-valued detection
problem etc.

= However, even though the method is difficult to
compare to other research in the area, others report
better figures; so there's room for improvement

B " Our data is available on request
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