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Analysis Targets

There are 6 different files uploaded on the DFRWS Forensic Challenge Details website

(http://lwww.dfrws.org/2009/challenge/submission.shtml ). Details of the files are following;

No. Name of file Hash value Format
1 |nssalcapture-l.pcap |e6ba905d4a0630915600b00ab9712499 Network packet
2 nssalcapture-2.pcap [fd28ae8fff1430b19ceec9785c2b027b  |Network packet
3 Jhuisi-capture-1.pcap PObb90b7e6c5b8d7401b7621969017b01 Network packet
4 nssaktlinux-side-fs.dd @64f017400123b7eff2c5868f8e784el  Hard drive image
5 |jhuisi-linux-side-fs.dd [3ee30c25e5bca832b93ddf9eee88cblb Hard drive image
6 ssatthumb-fs.dd d4a8ff499355d82c9df76254dcbOcbld [Thumb drive image
7 nssalphysicalmem.dd [5ffa6839dbab169c9c44436c80f8ea9b |Physical memory image

List 1: Evidences list

Those 6 files are our main analysis targets and to do actual analysis, we used 3 different programs,

one is the Autopsy (www.sleuthkit.org/autopsy ), the other is Wireshark (http://www.wireshark.com )

and the last one is Networkminer ( http://sourceforge.net/projects/networkminer ).

We had set up a Linux box for the analysis and mount ed the 2 hard drive images in the list and
while doing so, we also used the autopsy program for the analysis. We used Wireshark and

Networkminer programs to analyze 3 network packet files above.

Preview of the evidences

The No. 1 evidence in the Evidences List above, nssalcapture-1.pcap file, has 23,528 counts of
packets including communication records of nssal $ computer for 24 minutes and 01 second,
between 5 MAR 2009 20:18:52 Universal Time Coordinated (UTC) and 5 MAR 2009 20:42:53 UTC.

The No. 2 evidence, nssalcapture-2.pcap file, has 43,538 counts of packets including
communication records of nssal $ computer between 11 MAR 2009 16:01:16 and 17:16:13 on the

same day.

The No. 3 evidence, jhuisi-capture-1.pcap file, has 174,451 counts of packets including
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communication records of jhuisi computer between 11 MAR 2009 16:01:44 and 17:16:40 on the

same day.

The No. 4 evidence, nssallinux-side-fs.dd file, indicates that Ubuntu Operating System (OS) ver.
8.10 is installed on the PS3, time zone is set to be the r Amer i ¢ a/ @nd ilPcaadresRis
configured to use DHCP. The registered users are rnssalRwhich has been created in the process of

OS installation and rjhuisiRwhich has been created on 11 Mar 16:34:43.
Mar 11 11:34:43 nssal - ps3 groupadd[3132]: new group: name=jhuisi, GID=1001

Mar 11 11:34:43 nssal - ps3 useradd[3136]: new user: name=jhuisi, UID=1001, GID=1001, home=/homei/jhuisi,
shell=/bin/bash

The No. 5 evidence, jhuisi-linux-side-fs.dd file, indicates that Ubuntu Operating System (OS) ver.
8.10 is installed on the PS3, time zone is setto bethe r US/ E a srd ¢éPraddRess is configured
to use the static IP address of 128.220.249.83 The registered users are r j h uwhishi hRs been
created in the process of OS installation and r g o a t tvhick Ras been created on 22 Jan 2009

18:15:59.
Jan 22 13:15:59 ps3 groupadd[5263]: new group: nhame=goatboy, GID=1001

Jan 22 13:15:59 ps3 useradd[5267]: new user: name=goatboy, UID=1001, GID=1001, home=/home/goatboy,
shell=/bin/bash

The No. 6 evidence, nssalthumb -fs.dd file, is the USB Thumb drive which has 34 different files
including 3316820191 4737c3edf4.jpg file and the capacity of itis 488.1 Mbytes.

The No. 7 evidence, nssalphysicalmem.dd file, is the physical memory dump file of ns sal$ PS3

Linux box on arrest, and the capacity of itis 240 Mbytes.

Setting the Basic Time
As we can see at the screen capture below, the packet captured time was  Mar 11, 2009 16:29:57
(UTC) and the packet capture program recorded the time as  Mar 11, 16:30:23 so we can see that

the time in the jhuisi-capture-1.pcap file is 26 seconds faster than the standard UTC time.



Ma, . Tirne Source Destination Protocol Info
164440 2009-05-11 16:30:23. 087841 91,189,594, 4 128,220,249, 83 NTP NTP server

Frame 164438 (90 bytes on wire, 90 bytes captured)
Ethernet II, Src: Cisco_cd:a3:a0 (00:11:20:c4:a3:600, Dst: SomyComp_S5f:34:a0 (00:1f:a7:5F:34:a0)
Internet Protocol, Src: 91.18%.94.4 (91.185.%4.47, Dst: 128.220.24%.83 (128.220.249.83)
User Datagram Protocol, Src Port: ntp (1230, Dst Port: ntp (1230
Source port: ntp (123)
Destination port: ntp (123)
Length: 5&
# Checksum: Oxch9c [correct]
= Metwork Time Protocol
H Flags: Ox24
peer Clock stratum: secondary reference (20
pear Polling Interval: 4 (16 sec)
peer Clock Precision: 0.000001 sec
root Delay: 0.0085 sec
rRoot Dispersion: 0.0401 sec
reference Clock ID: 193.79,237.14
reference Clock Update Time: Mar 11, 2009 16:03:01.2826 UTC
originate Time sStamp: mar 11, 2008 16:30:10. 0666 UTC
receive Time stamp: Mmar 11, 2009 16:29:57, 0058 UTC

o = = ®

Transmit Time Stamp: Mar 11, 2

Picture 1:164,440" number of packet of the jhuisi  -capture -1.pcap file

When we see the following screen captures, we can find that 173,999 number of packets in the
jhuisi-capture-1.pcap file has been recorded on Mar 11 17:10:26 2009, so the packet was created
actually on UTC Mar 11 17:10:00 2009 because jhuisi-capture-1.pcap file is 26 seconds faster than
UTC. We can also see that the identical packet has been captured on the 43,072 ™ number of
packets in the nssalcapture-2.pcap file and it has the time of Mar 11 17:09:59 2009, so the nssat
capture-2.pcap file is 1 second s lower than UTC. We could not find NTP packet in the  nssal
capture-1.pcap file and we assume the file is 1 second slower than UTC, just like the  nssal
capture-2.pcap file, because the system which had been used to capture packets of nssal$

computer was the only one and identical.

Mo, Timne Source Destination Frotoco Info
3 3-11 | 241 12 137.3 0 TCP 56515 > 45541 [SYN] 580=0 win=5840

. 74 b captured)
# Ethernet II, Src: SonyComp_5f:34:a0 (00:1f:a7:5F:34:a0), Dst: Cisco_cd:a3:60 (00:11:20:c4:a5:60)
= Internet Protocol, Sro: 128.220.249.83 (128.220.2459.83), Dst: 137.30.123.40 (137.30.123.400
version: 4
Header length: 20 hbytes
& pifferentiated services Field: 0x10 (DscCP 0x04: unknown DSCP; ECH: Ox007
Total Length: &0
Tdentification: Oxcasd (517650
# Flags: Ox04 (Don't Fragment)
Fragment offset: 0
Time to Tive: 64
protocol: TCP (0x06]
® Header checksum: 0xf1ff [correct]
Source: 128.220.249.83 (128.220.249.83)
pestination: 137.30.123.40 (137.30.123.40)
# Transmission Control Protocol, Src Port: 56515 (565150, Dst Port: 45541 (455413, Seq: 0, Len: O

Picture 2: 173,999™ number of packets of  jhuisi -capture -1.pcap file



0 Win=55840

+ Frame 43072 (74 bytes on wire, 74 bytes capturad)
# Ethernet II, Src: Cisco_41:a8:40 (00:0d:ed:41:a8:40), Dst: SonyComp_b2:la:de (00:1f:a7:b2:la:de)
- Internet Protocol, Src: 128.220.249.83 (128.220.249.83), Dst: 137.30.123.40 (137.30.123.40)
version: 4
Header Tength: 20 bytes
# Differentiated services Field: 0x00 {DSCP 0x00: Default; BECW: 0x000
Total Length: 60
Identification: Oxca3i (51745)
# Flags: Ox04 (Don't Fragment)
Fragment offset: 0
Time to Tive: 52
Protocol: TCP (Ox06)
+ Header checksum: Oxfedf [correct]
source: 128.220.249.83 (128.220.249.83)
pestination: 137.30.123.40 (137.30.123.40)
# Transmission Control Protocol, Src Port: 56515 (56515), Dst Port: 45541 (455410, Seq: 0, Len: O

Picture 3: 43,072™ number of packets of nssal -capture -2.pcap file

To summarize it up, we can see the time gap from the UTC of each file at the following list.

Fles Time gap
1 |nssalcapture-1.pcap UTC-1 Second
2 |nssakcapture-2.pcap UTG 1 Second
3 |huisi-capture-1.pcap UTC+26 Seconds
4 nssatlinux-side-fs.dd UTC+8 Seconds
5 jhuisi-linux-side-fs.dd UTC+20 Seconds
6 nssatthumb -fs.dd Unknown

List 2: Time gap from UTC of each file

The Case Summary
Nssal has the Mardi Gras images in his system on Mar. 2, 2009. On Mar. 11, 2009, nssal created
rjhuisiR account in his PS3 system and at 16:52 on that day, jhuisi has transferred  Mardi Gras

images to his PS3 system through SSH encrypted channel.
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Answers to the DFRWSquestion

1. What relevant user activity can be reconstructed from the available forensic data and
what does it show?

A. NssalS activity
On Mar. 2 14:34:50 2009, he created Mardi Gras images in the directory of r/home/nssal/lmages R
in his PS3 system. Between some times on Mar. 5 20:19 2009, he searched the Mardi Gras images
from the google website. On  Mar. 6 21:37 2009, he deleted Mardi Gras images in the USB Thumb
drive.
On Mar. 11 16:42 2009, he had booted his PS3 system using Ubuntu 9.10 Linux OS and was
assigned IP address of 137.30.123.4Q He created rjhuisiR account in his PS3 system. Between
16:44 and 17.14 on Mar. 11, 2009, nssal has connected to the jhuisi $ PS3 system using rgoatboy R
account. Jhuisi and nssal tried to send a message of rNice doing business with you! R which was
recorded in the r.bash_historyRifile.
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B. Juisi$ activity

On Jan. 22 18:15 2009, he created rgoatboy Raccount in his system. On Mar. 11 16:30 2009, he
had booted his PS3 system using Ubuntu 9.10 Linux OS using the static IP address of
128.220.249.83 He had a connection to nssal $ PS3 system using rjhuisiRaccount between 16:50
and 17:10 on Mar. 11, 2009. At the time of Mar. 11 17:02 2009, jhuisi had connected to the nssal $
PS3 system using rnssalRaccount and logged off after executing a backdoor program. On Mar. 11
16:52:24 2009, he had Mardi Gras images transferred to his sytem from nssal $ PS3 system using
rscpRcommand. On Mar. 11 17:09 2009, he connected to a backdoor port of nssal $ PS3 system.

2. Is there evidence of inappropriate or suspicious activity on the system?

In the 3 evidence files, nssatlinux-side-fs.dd file, jhuisi-linux-side-fs.dd file and nssalthumb -fs.dd
file, we can find M ardi Gras images is being stored or has been stored and related analysis report
is attached as the Analysis Result, A, B and C. When we see the meta tag of the Mardi Gras
images, we find that the file has last stored using Photoshop program and it is the f ile nssal has

created as we can find rnssalRor rDon't steal my pictures or | kill you. R strings in the file.

When we read the Timeline analysis report, P and Q, we can find that the Mardi Gras images has
been transferred from nssalthumb -fs.dd file to nssatlinux-side-fs.dd file and finally from nssak
linux-side-fs.dd to jhuisi-linux-side-fs.dd file. The transmission from nssaktthumb -fs.dd file to nssat

linux-side-fs.dd file was made by nssal § USB Thumb drive and the transmission from nssaklinux-



side-fs.dd to jhuisi-linux-side-fs.dd file was made by jhuisi using encrypted channel from nssal $
PS3 system at the time of Mar. 11 16:52:24, 2009.

On the directory of /homel/jhuisi in the nssallinux-side-fs.dd, we could find out that there had
been a rbackd0OrRexecutable file which opens TCP/IP port 45,541 and opens a root shell when it
receives strings of rjhuisiRand rmacR continuously, but now it was deleted. On the directory of
/home/jhuisi in the jhuisi-linux-side-fs.dd file, the source code of the back door is preserved as
rbackdoor.cRfile and the output file of the source  code compilation, ra.outRis also preserved in
the system. The backdoor program had been executed at the  nssallinux-side-fs.dd file system
and jhuisi had the connection to the nssal $ PS3 system using the backdoor from Mar. 11 17:09

2009. We can identify it on the Time Line Analysis result, P and Q.

On the directory of /home/nssal/Recipes/ in the nssallinux-side-fs.dd file and on the directory of
/home/goatboy/Recipes/ in the jhuisi-linux-side-fs.dd file, we could find a file named randromachiR
which has the recipe of opium poppy, so it seems like that we need additional investigation to the

drug clue. Through the timeline analysis report, the file has been transferred from jhu isi$ PS3
computer to the nssal § PS3 computer on Mar. 5, 2009. On the /Recipes/customers folder in the

file, there is a file named rTill r na nOg ¥ Rin which the customers Saddress is being kept.

3. Is there evidence of collaboration with an outside party? If so, what can be determined

about the identity of the outside party? How was any collaboration conducted?

When we look at the log in record, we can see that nssal connected to the jhuisi S PS3 system
using rgoatboy R account right after somebody had conn ection to the jhuisi $ PS3 system using
rgoatboy Raccount from the IP address of 128.220.251.228 for about 20 seconds at Mar. 11 16:32
2009 and for about 10 seconds at 16:33 on the same day. So the person who used the IP address

of 128.220.251.228to the ¢ onnection is another accomplice different from nssal and jhuisi.

4. s there evidence that illicit data (specifically, Mardi Gras images) was exchanged? If so,

what can be determined about that data and the manner of transfer?

According to the log in recor ds, the size of the data jhuisi has transferred for about 6 seconds
after connecting to the nssal $ PS3 from his own PS3 is 4,165,581 bytes which is almost same with
the total size of Mardi Gras images, 3,954,938 bytes. And the creation time of the Mardi G ras
images on the jhuisi PS3 system is Mar. 11 16:52 2009. The owner of the Mardi Gras images is

jhuisi and when the Mardi Gras images were created, there are 2 login users in the system, one is



jhuisi account from local system and goatboy account which is  the nssal$ account being logged
in from remote connection. When we assume that nssal had a ssh connection to the jhuisi system
using goatboy account, then ssh_host file would have been created in the home directory of
goatboy account. Based on the fact t hat the file is not created, so we concluded the connection

user is rjhuisiR

To summarize it, jhuisi connected to his own PS3 local system at the time of Mar. 11 16:52, 2009

using jhuisi account and transferred the Mardi Gras images from nssal $ PS3 sygem to his system.

5. What data (if any) was provided by the Johns Hopkins PS3?

The folder of /home/nssal/Recipes/ and files in the folder, in the nssatlinux-side-fs.dd file is
identical to the folder of /home/goatboy/Recipes/ and files in it, in jhuisi-linux-side-fs.dd file. We
could find that the files had been created on Mar. 5, 2009 in jhuisi ~ $ PS3 system and transferred to
nssal$ PS3 system on Mar. 11, 2009.

Current Directory: /1/ /home/ /goatboy/ /Recipes/
ADD NOTE GENERATE MDS5 LisT OF FILES

DEL d.irry;ein NAME MODIFIED ACCESSED CHANGED (A Size uID GID META
r/r andromacll 2009.03.05 2009.03.11 2009.03.06 1768 1001 1001 308483
21:05:41 (UTC) 16:49:38 (UTC) 15:15:55 (UTC)
r/r bateman'sM 2009.03.05 2009.03.11 2009.03.06 140 1001 1001 308484
21:01:15 (UTC) 16:45:42 (UTC) 15:15:55 (UTC)
r/r  sheyol 2009.03.05 2009.03.06 2009.03.06 215 1001 1001 308486
20:46:40 (UTC) 15:15:55 (UTC) 15:15:55 (UTC)
r/r stanley's l 2009.03.05 2009.03.11 2009.03.06 235 1001 1001 308487
20:49:06 (UTC) 16:50:02 (UTC) 15:15:55 (UTC)
r/r stoughton 2009.03.05 2009.03.11 2009.03.06 350 1001 1001 308488
20:45:03 (UTC) 16:50:08 (UTC) 15:15:55 (UTC)
d/d customersl 2009.03.06 2009.03.11 2009.03.06 4096 1001 1001 308485
15:16:10 (UTC) 16:51:13 (UTC) 15:16:10 (UTC)
Y ¢/r Tifnanogll 2009.03.06 2009.03.11 2009.03.06 790 1001 1001 308478
14:15:27 (UTC) 16:51:21 (UTC) 15:16:10 (UTC) (realloc)
d/d ./ 2009.03.06 2009.03.11 2009.03.06 4096 1001 1001 308364
15:16:15 (UTC) 16:32:33 (UTC) 15:16:15 (UTC)
d/d ./ 2009.03.06 2009.03.11 2009.03.06 4096 1001 1001 308318

15:16:25 (UTC) 16:32:29 (UTC) 15:16:25 (UTC)
¥ ¢/r recipestaffl 2009.03.11 2009.03.11 2009.03.11 458 1001 1001 308477
17:14:16 (UTC) 20:05:27 (UTC) 17:14:16 (UTC) (realloc)

Picture 4: The contents of Recipes folder of  goatboy account

v r/r  andromachi 2009.03.11 2009.03.11 2009.03.11 1768 1000 1000 505482
16:49:40 (UTC) Wl 16:49:40 (UTC)  16:53:24 (UTC) (realloc)
v r/r bateman's 2009.03.11 2009.03.11 2009.03.11 140 1000 1000 505483
16:49:49 (UTC) Wl 16:49:49 (UTC)  16:53:29 (UTC) (realloc)
v r/r  stanley's 2009.03.11 2009.03.11 2009.03.11 235 1000 1000 505484
16:50:05 (UTC) Ml 16:50:05 (UTC)  16:52:52 (UTC) (realloc)
v r/r  stoughton's 2009.03.11 2009.03.11 2009.03.11 359 1000 1000 505485

16:50:10 (UTC)  16:52:57 (UTC) (realloc)

Picture 5: Deleted contents in the nssal & account



6. The suspect claims that he was not responsible for any transfer of data. What evidence
do you have to show that remote, unauthorized access to the system might have

occurred, and does this evidence exonerate the suspect?

As we already explained, Jhuisi transferred the Mardi Gras images through ssh encrypted channel.
When we see the auth.log file, we can find that on Mar. 11 12:01:35 2009, jhuisi tried to execute
backd00r executable using jhuisi account, but it was not normally executed because the jhuisi
account is not SUDO user account, so jhuisi connected to nssal $ PS3 system again using nssal

account and executed the backdOOr executable.

ctrc@ ctredesktop: /mnt/var/log

otdip HEE =71V HOEIO =22H)
ctrod@tro- desktop: /rt /var /1 0E$ cat auth.log | Erep '. /backd0Or’

War 11 12:01: 35 nssal - ps3 sudo: jhuisi : user MOl in sudoers ; TTY=pts/2
;. PW=/home/j hui si 3 USER=root ; COMMAMDEnssal . /backdOOr

hMer 11 12- 08: 59 nssal - ps3 sudo: nssal : TTY=pts/3 ; PW=/home/j huisi ; U
SER=root ; COMMAMDE=. /backdOOr
ctro@tro- desktop: /rmt Svar /1 og$ I IEI

]

. -

Picture 6: auth.log analysis

Additional analysis
The ID/Passwords in the r/etc/shadow Rfile in nssaklinux-side-fs.dd and jhuisi-linux-side-fs.dd file

has been found out using John the ripper program: the IDis  rnssalRand the password is rnssaR

L =B

File Edit Miew Options Transfer Script Tools  Help

HDIRITR 2eQ | BES FHY 7 E

| 210,99,172,145 |

%]
[rootdl ocalbhost runZl# | /john shadow ;I
Loaded 1 password hash {Fre=BSD MDE [32/32]3
nz=zal {ne=zal )
guszzes: 1 timed O00:00:00 100% (1) cof=z: 7.14 trying! nesal
[root@localhost runZl# cat john,pot
F1#HFEYE TR FHLERkhUP Lz z JSHW ST Y F O tne=al
[root@localhost run2l#

Ready [ssh2: AES-256 | 2. 24 | 7Rows, 68 Cols [VT100 |

| KX

Picture 7: Using John the Ripper to crack password

We could also find exif information of Mardi Gras images to incriminate the creation of the

images.



[] View &ll Informatio /1 .Lﬁ ﬁ‘ d S

Item Content

Standard Information
ImageSize 500x332
ColorSpace sRGB

43 GPS Information

@80 Other Information

AlreadyApplied True
ApplicationRecord... 2
BitsPerSample 8,8,8

-] [\/] d L[

By-line
CMMFlags Not Embedded, Independent
Colortode 3

ColorSpaceData RGEBE

ConnectionSpacelll... 0.9642 1 0.82491

CopyrightMotice Don't steal my pictures or | kill you.
Creator nssal

DeviceAttributes Reflective, Glossy, Positive, Color
Ao

Picture 8: exif information of the Mardi Gras image

Picture 9: exif information of the Mardi Gras image

Also we could find a thumbnail which assumes to be the thumbnail in the nssal S USB drive under

the /home/nssal/.thumbnails/normal directory.



