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File  Tools Help
I Select a netwark adapter in the list --- j B Start | 4 Stop |
Hasts [207) | Frames [23ws) | Files (575) £ | Credertials (35) | DNS [423]| Parameter < | * | S P
- - - . Filename | MD5
:I nszalca..  eBbadl.
g T _ ,.iii_' p
images. 34223460 jpeq images BBSEEBAZ... images 42BFE188.jpeg images EB3B3FIE....
124x33, 5734 B 16116, 4145 B 128x54, 48308 133:83, 4294 B
»& -
images. 645374 images. 244BCCAC. .. images A44CTAED .. images.B1031501.)..
93134, 6 275 E 15110,6 201 B 125:100, 4 334 B 106134, 5223 B
. | ‘y J
iiages DFOEO70jpeg ihages 2B27D1701., indew 01 Orighalipg  ihdex:0gi N R
120<100, 3533 B 137103, 4833 B 212:4104,16 313 B Sx104, 120 B ll :
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File  Tools Help

I Select a netwark adapter in the list --- j B Start | A Stop |

Hosts (245 | Frames (24w | Files (840) | Images (356) | Credentiats (30)] 4| +| [ CaseFarel
Filerarne:

Sort Hostz Or: IIF' Address [ascending]j Sort ahd Refresh | apture-1.pcap al 51

— nzzal-capture-2.pocap  fd282e8f 43061 9¢
B 58 137.30.120.108 [137.30.120.108:45153] [137.30.120.108:45152] ;I jhuisi-capture-1.pcap  9bb90bFeBcBbadr:
G 137.30120109 [137.30.120.109: 4591 52)

3 137.30.123.40 [mezal-ps3. local] [mobile24. cz.uno.edu] [Linws]
137.30123.78 [FreeBSD)

jﬂ 1373012396 [137.30.122.96:2869)

¥ 137.20123.170 (FreeBSD)

B 137.300123.183 [137.30.123.183:9500] [137.30.123.182:2869] [win

v 137.307141.4 [windaws)

---_-JH 143,174,254, 274 [rtx-all. tacoda. akadhe. net] [rts-cogentfiter tacoda, a

;ﬁl 168.143.126.117 [v04. cdrn.update. playstation, org] [al. v np.dl.play:

2 168.143127.117

-5 168.143.188.117 [v04. cdrn.update. playztation. org] [al.ww.np.dlplay:

jﬁl 168.215.74.5 [fe-netflame-coomip. digitaliver, com] [z2l-hints. netflame.
169.254. 8. B6 [nzzal-pzd.local]

g_ﬁl 198.12.21. 112 [mardigrazday. makesparties. com]

g_ﬁl 198.107.156.126 [getprof.us. np.commmunity. playstation.net] [c7y-bazi

¥

g_ﬂ 198.107 156128 [b7 us.np. communication. playstation. net] ‘l | LI
J1 198,107 156.132 [b7.us.np. communication. playstation. net] _lLI
1 4 Reload Caze Files |
Live Sniffing Buffer Usage: |
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I Select a netwark adapter in the list ---

Hozts [21] |Frames il E|:-::-::-:]| Files I Imagesl Eredentialsl DMS 1 B]I Parameters Ke_l,lwcnrdsl () I ’l

Sort Hostz Or: ISent Fackets [dezcending) j Sart ahd Refresh I

<

=- rﬁh 137.30.123.40 [mobile24. ¢z uno.edu] [hezalpz3.local] [Linus) -

[P 13730123 40
? FAC: O01FATB21ADE [Sony Computer Entertainment [nc.]
Hostname: mobile24. cz.uno.edu, nssal-ps3.local
05: Linug
e plf: Linues 2.6, seldom 2.4 [older, 4) (100,00 %)
= Saton TCP: Linus - Linus 2.6 [100.00 %)
TTL: B4 [distance: 0]
Open TCP Ports: 22 45541
m» Sent: 11774 packets [3 856 530 Bytes), 0,00 % cleartest [0 of 0 Bytes)
<m0 Received: 7774 packets (699 197 Bytes), 0,00 % cleartext [0 of 0 Bytes]

n ) .
-1 Incoming seszions: 10

¥

-3 Outgoing sessions: B

-

7 Hast Details

= .n:ﬁh 128.220.249.83 [pe3.local] [pa3.isi.jhu.edu] [Linus)

IP: 128.220.249.83
r FAC: O00DEDA1ABA0 [Cisco Systems]

Hostname: pz3.local, ps3.is:|i.ihu.edu _lLI
3

j  Start | A Stop |

— Caze Panel

Filename | tO5

jhuizi-za...  aBBecc..
nszalca.. ebeZbe..

[N —

Fieload Case Files |

Live Sniffing Buffer Usage: |
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File  Tools  Help
I Select a netwark, adapter in the list --- j P Start | d Stop |
— Case Panel

Hosts (245) | Frames [24uxxx) | Files (840) | Images (366) | Credentials (30| DNS (831]] Parame ¢ | ¥ |

Sort Hostz Or: IIF' Address [azcending)

Sart and Refresh |

[

<

Hazt Details

- &3 Outgaing sessions: 459

[

Gueried DMS names : fp.pz3.uz playztation. com,cmt us. playstation. com,google. oo

“Wweb Browser User-bdgent 1
“Wweb Browser User-bdgent 2
“Wweb Browser User-bdgent 3
“Wweb Browser User-dgent 4
“Wweb Browser User-bgent 5
“Wweb Browser User-dgent B
“Wweb Browser User-bgent 7
“Wweb Browser User-dgent 8
“Wweb Browser User-bgent 3

LIP#P field
LIP#P field
LIP#P field
LIP#P field
LIP#P field
LIP#P field

UPnFA.0

UPnPA.0 DLHADDCAH B0

PLAYSTATIOMN 3

Mozilla/5.0 [PLATYSTATION 3:1.00)
PS3lpdate-agent/1.0.0 lbhttp/1.0.0

PS 3Community-agent/1.0.0 libhttp/1.0.0

PS5 3FriendlmUtil/2.6.0-000 libhttp/2.6.0-000 [Cell05

PS5 34pplication libhttp/2. 6.0-000 [Cell05)

PS5 3ThumnailGet/2 6. 0-000 libhttp/2.6.0-000 [EellEl!_l

- HOST: 239.255.256.250 : 1900
s MAMN: "z2dp : dizcover”
s M-5EARCH “HTTPA 1

Chl 2

: 5T: urn:zchemas-upnp-org:device:MediaSerer - 1

: -dh-Client-Info . aw=5.0; cn="Sony Computer E ntertainment Inciill

»

Filename |
nzzal-capture-1.poap
nzzal-capture-2.pocap
thuiz-capture-1.poap

I Il

Feload Caze Files |

Live Sniffing Buffer Usage: |
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File  Tools Help

I Select a netwark adapter in the list --- j B Start | A Stop |

— Caze Panel

Hozts [21] |Frames il E|:-::-::-:]| Files I Imagesl Eredentialsl DMS 1 B]I Parameters Ke_l,lwcnrdsl () I ’l
Filename | tO5

Sort Hostz Or: ISent Fackets [dezcending) j Sart ahd Refresh I jhuizi-za...  aBBecc..
nezal-ca..  ebelBc..

=- rﬁh 137.30.123.40 [mobile24. ¢z uno.edu] [hezalpz3.local] [Linus) -
----- [P 13730123 40
----- ? FAC: O01FATB21ADE [Sony Computer Entertainment [nc.]
----- Hostname: mobile24. cz.uno.edu, nssal-ps3.local
- £% 05 Lirus
----- TTL: 64 [distance: 0]
[+ Open TCP Ports; 22 45541
[#-m Sent: 11774 packets [3 856 530 Bytes), 0,00 % cleartest [0 of 0 Bytes)
-4 Received: 7774 packets 553 197 Bytes], 0,00 % cleartest [0 of 0 Bytes)
-7 Incoming sessions: 10
[ /4 Outgoing sessions: 8
-] Host Details
----- Quered DMS names ; 40.123.30.137.n-addr. arpa,pedis, huedu,83.249. 220,71 2801
! Default Gateway : 137.30.120.1
Application : DpenS5H_5.1p1 Debian-3ubuntul
SSH Verzsion: 2.0

r_.-,r?n 128.220 24583 [ps3.local] [ps3.isi jhu.edu] [Linue) 7 LI
L e P 120.220249.53 I _I;I |
3

1 I Fieload Case Files |

Live Sniffing Buffer Usage: |
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File  Tools Help

I Select a netwark adapter in the list --- j B Start | A Stop |

— Caze Panel

Hosts (207)| Frames (23uss] Files (847) | Images (326) | Credentials (87)] DNS (429)] Parameter 4 | » |
Filename | MD5

Frame...l Re... | Source...l S. port | Desti... | D. port | Protocal | Filename | Size :I nezalca. eRbadl.
18473 Ch. 21718 TCP.. 137 TCPSL. TiksCer.. SCERT .. 955 B
18435 Ch. 217180 TCP.. 137 TCPS1. HtpG.. Medius .. 14758
18515 Ch. 21718, TCP.. 137 TCPS51.. HtpG.. homeEnt. i g
18525 Ch. 217180 TCP.. 137, TCPSL. HtpG.. homeln.. 59E
18576 Ch. 217180 TCP .. 137 TCP51.. HiplG.. Downloa. 163 B
18616 Ch.. 722460 TCPBO 137.. TCPS1L. HupG.. HomeSg. E278E
18682  Ch. 722460 TCPBO 137.. TCPS5L. HtpG.. Marketpl. o6 B
16785 Ch. 72246 TCPBO 137.. TCPS1. HupG.. WNPWRO. e
18767 Ch 19870, TCEP.. 137 TCPS51. ThCer. wwnpc.. 9758
15354 Ch.. 18870, TCPBO 137.. TCPSL. HtpG.. get_profi. 07 e
18973 Ch. 217180 TCP .. 137 TCP51.. HiplG.. Downloa., 167 B

16014 Ch 21718, TCP.. 137, TCPE1.. Huph.. Daownloa.. 267 B

2. 21718 CF .. 7. Arwatarn... 14 314E
16260 Coh. 722460 TCPBO 137 TCPH1.. HbphG.. Resident. 351 575E
16290 Ch.. F22d46.. TCPBO 137.. TCPB1.. Htph.. object T. GB5744E
17 Ch.. 72246 TCP20 137.. TCPB1.. HupG.. objects. 5H3IE432E
18067 Ch. 722460 TCPBO 137 TCPH1.. HbphG.. ohjects.. 431 792B
18924 Ch. F2246.. TCPBO 137.. TCPB1.. Htph.. object T. 449472B

20915 Ch.. 19370, TCP80 137.. TCPB1.. HtpG... get profi.. N2E
23327 CN TF2246.. TCPBO 137 TCPH1.. HtpG..  10025.png A0 7E4 B
23392 G FR246.. TCPBO 137 TCPH1.. Htph.. 3000Epng 121 SDEI_EIj 1 | | _’I
1 I I 4 Fieload Case Files |
Live Sniffing Buffer Usage: |
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