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Introduction

ÁJoseph Lewthwaite 

ïResearcher, software engineer with the Defense Cyber 

Crime Institute.

ïContractor General Dynamics AIS

ÁVictoria Smith

ïForensic Examiner, Litigation Support Section in the 

Defense Computer Forensic Laboratory

ïContractor General Dynamics AIS
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Overview

Á Introduction to Limewire

ÁDownloads and Sharing

ÁFiles and the evidence they contain

ÁShowing Intent - Search Terms

ÁArtifact Scan ïTool to parse the evidence.
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Limewire

ÁLimewire is one of the more popular Gnutella P2P 

clients

Á It features in many of the Labs cases

ÁOpen Source though it is backed by a company

ÁJava application

ÁSerialization adheres to the Java Object Serialization 

spec.

ÁThis all means the binary data can be read, yields 

dates and times, ratings, IP addressesé
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Share / Download Model

ÁLimewiresô sharing download model has evolved 

over the years.

Á Initial Model:

ïDownload to the shared directory

ïCould share anything

ïóLibrary.datô solely contained exceptions to the sharing 

made by the user.

ÁNew Model

ïDownloads and Share directories have been separated

ïFor security concerns the root of a drive cannot be shared

ïóLibrary.datô now contains entries made by Limewire as it 

shares downloads individually.


