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Authorship ldentification

Informal problem description

. A person wrote an emaill, e.g., a
blackmail or a spam email.

. Later on, he denied to be the author.

- Our goal: Identify the most plausible
authors and find evidence to support the
conclusion.




Cybercrime via E-mails

- My personal real-life example: Offering homestay
for international students.

Carmela in US

i |

Same person

Anthony in Canada
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Evidence | have

. Cell phone number of Anthony: 647-8302170

- 15e-mai | s
. A counterfeit cheque

fro

1783

SCOTT'S REAL ESTATE LIMITED PARTNERSHIP
141 BAY JTE 3300

BANK OF MONTREAL

STREET. SU OME FIRST CANADWN MACE 17
CT TOWER. 5CE PUACE TORONTO ONTARID Wix 00
TORONTO. ONTARIO M) 391
Dae 0215200
Four Thousand Five Hundred and Zero Cents MMDDYYY
§ *****4,500.00

BENJAMIN FUNG

SQOPTTYEAL ESTATE LAATED PARTRERSIF
- %/7«/\ =

783

5

*004 783 1200022«0040 AS0MwBE3"

Anthony

()1 7 B @ ¥ )= Re[ATTENTION - NON TRAITE PAR ANTIVIRUS - WARNING - NOT VIR... [ESER
Message Adobe PDF (7]
3 }J % x L™} Move to Folder ~ || S Block Sender B Y p] 84 gE#
¢ - [ Create Rule &3, safe Lists ~ = g
Reply Reply Forward @ Delete . Categorize Follow Mark as Find Send to
ta All |¢] Other Actions - ] Not Junk - Up~ Unread - OneNote
Respond Adtions Junk E-mail ™= Options [ OneMote
il From: Carmela Alonso [carmela_slonso40 1@yahoo. com] Sent: Tue 5/27/2008 3:19 AM
—a o
To: Benjamin Fung
Reply R
t | Cc
Rd | Subject: Re: [ATTENTION - MOM TRAITE PAR ANTIVIRUS - WARNING - NOT VIRUS SCANMED] RE: HOMESTAY!!
I
From: Hello Ben,
To:
Co How ae you doing? Thanks alot for your e-mail | really appericiate your concemns about me and with this |
Subject: know Paloma will be happy with you. Ben, if you are a woman and | know your wife will know how | feel
about my duaghter who's 1000's of miles away from home and the child tells you she's no longer happy
Dear Si| where she is. | know my half sister very well and | will like Paloma to move on.
How ar{ Please | will really appreciate if you can send her the $2 500 via Western Union to the below informations
comtact] | | she sent to me two days ago. She said Western Union is just a stone throw from their home and she have a
and wil friend there who will assist her.
going t
Below is the informations she sent me:
lama Name: Paloma Alonso
GO'{WJ Address: 20 garry street ,Greenville ST 29615,USA.
seeifl| || Senders Names/Address:
MTCN:
Am _ hal Amount sent
sending
with gri | | With this it will be faster and she can pay her way through to your home. | will really be glad if you can send
gave hd | | it first thing this moming and forward me with the informations so | can send to her. Am very busy with
kindly gramma's funeral amangements she means alot to me and Paloma too
Below Please | am counting on you to take care of her and your family she's the only person | have now since
gramma is gone.
Name:
Addres]
Sender| .
Thanking you for your understanding and God bless.
MTCN gyoutory 9
Amoun
I don't
here is Have a lovely day
Have a Carmela. L
-
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The PrOblem Suspect Suspect Suspect
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- To determine the author ﬂ/ﬂ: @i@ \%Mlz
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of a given malicious e- oA
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- Assumption #1: the
author is likely to be one
of the suspects
{S1, € .n}S

. Assumption #2: have
access to some
previously written e-
mails {E,, é ,,}E

. The problem is

- to identify the most Email mfrom
@ plausible author from unknown Y
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Current Approach

E- ma|ls E, E-mails E, E-mails E;

Email mfrom
unknown author
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Classification Model |:||]
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