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Motivation

Á Traditional disk forensics training well-established

È Universities, training firms, and online courses

È Laboratory exercises typically disk image analysis

È Often tool-specific or certification-oriented

ÁLive (ñrapidò) forensics training is newer

È Harder to set up live exercises

È SANS, CERT have some capabilities

Á Constructivist learning theory

È ñHands-onò learning by doing

È Realistic environment

È Personalized training experience
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Approach

Á Requirements

È Live, ñfree playò exercises (not ñcookbookò exercises)

È Realism: systems, attacks, tools

È Automated monitoring & evaluation (reduce instructor workload)

È High availability (access anytime, anywhere)

Á Complications

È Simulators lack full fidelity and realism

È Real systems

Á Support arbitrarily rich scenarios

Á But lack the control and observability of simulators

Á Make automation a challenge

Á Our approach: Virtual Machines (VMs)

È VMs are essentially real systems

È Provide full fidelity

È Simplify control

È Improve observability
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Cyber Defense Trainer (CYDEST)

Á Training platform for tactical-level exercises
È Network security

È Static or live forensics

ÁTarget audience ñin the trenchesò
È First responders

È Network administrators

È Forensic investigators

Á Features
È Web accessible

È Full fidelity & realism (not a simulator)

È Automation

Á Dynamic attacks

Á Performance assessment
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CYDEST architecture
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CYDEST instance
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Challenge: maintaining state model

Á Simulators are simplified models plus interfaces

È System state is well-defined and accessible

È Allows complete control over state

Á VMs are full fidelity and lack an API

È State space is voluminous

Á Full complexity of hardware and OS

È States can be manipulated only indirectly

Á Canôt just flip a state variable

È States can only be known by probing

Á Canôt just read a state variable

È Knowledge of state becomes stale

Á Must login and run processes
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Solution: maintaining state model

Á State space is voluminous

È Only track state relevant to the current training scenario

Á States can be manipulated only indirectly

È Interface to mediate access to VMs

È Uses out-of-band network to reduce footprint

Á States cannot be known without probing

È Automated polling system to query VMs

Á State model becomes stale

È Acceptable due to the ñhuman paceò of training scenarios
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Active evaluation methods

Á Active evaluation

È Monitor the instructions the student issues

È Monitor system state parameters the student affects

È Monitor system behavior resulting from student actions

Á Teaching forensics as a process

È Active evaluation monitors what the student is doing

Á But not why he is doing it

È Most of the forensic process executes in the practitionerôs 

head

È We need something beyond active evaluation
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Passive evaluation methods

Á Electronic Lab Notebook

È ñshow your workò

È First responders & forensic analysts take notes

È General format

È No leading questions

È Harder to parse & evaluate

Á Direct queries

È IM or final quiz

È leading questions OK if we control their timing

È Consider them like ñhintsò

È Easier to parse & evaluate
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Electronic lab notebook
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Audit

Á Monitoring is mechanics

Á Assessment is harder

Á Audit logs

È Provides full records for instructor to evaluate later

È Allows trainees recourse if problems with auto-evaluation

È Provides data for iteratively refining evaluation techniques
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Audit log
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Online documentation
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User manual (continued)


