The VAD Tree:A
Process-Eye View of
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- Physical Memory




Too Much Data

® Physical memory is voluminous, and getting
more so

® Structure not well-understood for most -
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Current Approaches

e Attribution: look at the PDEs and PTEs for
each process to determine what owned a
particular bit of memory (e.g.,Volatility’s
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The VAD Tree

® Virtual Address Descriptor tree is a self-
balancing binary tree that lists memory
ranges allocated using VirtualAlloc().
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VadS @80e2cd88
00190000-00120000

A—

VadS @80e20a88 Vadl @ffa98178
00030000-00070000 01000000-01013000




Walking the VAD Tree

|. Find an EPROCESS structure (using, e.g.,
Andreas Schuster’s PTFinder).

2. Read the VadRoot member of that structure.
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Useful Properties

® VAD nodes correspond to the amount of
memory requested by VirtualAlloc, rather
than 4096 byte chunks as in page directory.

® Normal and IongVADs contain pomters to
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VAD Tools

® vadwalk: walk the tree and give a short
listing as ASCII art, table view, or GraphViz
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Tool Limitations

® Naive memory model (no support for
“invalid” PDE/PTEs, such as prototype or
transition pages).

® 32-bit, non-PAE mode is assumed.
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Anti-Forensics

® VAD Tree susceptible to DKOM attacks.

® Once the memory has been committed and
the page directory entries created,VAD
does hot appear to be used.
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Future Work

® Vista VADs

® Finding and reconstructing VAD trees from
exited processes (VadRoot member is
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Links

® Volatility — GPL-licensed memory analysis

rk by AAron Walters and Nick
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http://www.volatilesystems.com/VolatileWeb/volatility.gsp
http://www.volatilesystems.com/VolatileWeb/volatility.gsp
http://vadtools.sourceforge.net/
http://vadtools.sourceforge.net/




