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Based onSaferstein@derinition

- ARti-forensics:

AViethods used te prevent (or act
against) the application el SCIence 1o
those criminal and VI lawss that are
enferced by police agencies ink a crhmime2l

justice system.O




ViewingraniEierensics difierenily

- Ways to Q.. limit theldentification,
collecuion, coliatien anafvalldaien el
elecirenic data...o aran & Lacfzry

. QAttemipting to limiit the guantity and
guality of fo rensic evidengce... O Eruge




EVidEence and procEessHaSEe dEiRien

- ARti-forensics:

ARy attemipts 16 compromise: the
avallapility: er useilulness ol eVidERce 10
the forensics precess.
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Preventingl firem
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Manipuilating
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L Evidencer Destruction

- Evidence Hiding

 BEvidence Source Ellmination

. Evidence Counterfeiting




Evidence Destriiciion

Disnyantlingrevidence elmiakinenit
Untisanlie tertRenyvestiganVe pPiRecEess

- Physical example: Wiping
iR erpnts

. Digital example: WipIing a filesystem




EVidencesiding

- Removing evidence firomView,

- Physical example: threwing a aiun
INtoe the Sewer

. Digital examiple: Steganograpiay




EVidencerseurcer Ellmnanen

SINeurraiiZingrevidentiaR/ Seuices

- Physical example:Wearne gleVes
duringra crine

- Digital examiple: Disaniing audittrails




EVidencerCetnteienne

. Creating a GakedOversionl ot e
evidence

- Physical example: planting
iR erpnts

. Digital examiple: Usingla difierent
User@ accounit




AntiFierensic atiacks=humanrelement

L Alert IVvestigatons

 Education

. Real world experience

. O’ hinkingl eutside the bioxO
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- Implementation Bitigs




AnliEierensiciatizchksbphysical/iogica

L Stoeragerspeace
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