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Whiathis the proplemy:

» Lack off agreement aboli oW to
defne anti-forensics

s NorWay: te classii: anti=iereEnSsIc
methoeds




Some! clrrent Views o antiFierensics

s WWaysito  aVveld detection o soreaik
IndUStrY: teelsH Sosiar @ Lju

¢ Hiding a system intrusion attempit

Shirani




Based on Salerstein’s derinition

o Anti-fiorensics:

“Methods Used toer PreveRt (OF aet
dgainst)  therapplication: Ol SCICHCE NG
tIIGSE: CrimiRal aind IVl awWsi gt aié
Eniorced by, pPoliceradgenciesyin ar crifmliial

Jjusticer system.




Viewing antiFrerensics aiiferently;

o Ways te . limit theidentiication)
collection), collation anarValldation o
electronic data... Paror) & Laczry

s Attempting to Hmit the quantity: amnd
guality’ of forensic evidenece... GhilEa




EVidence and  processivased defnition

o Anti-fiorensics:

ARy attempits 6o CoOmIpPronISE tHE
avallability: or USeltlNESs, OIf eVidence to
tIE OIrENSICS ProCESS.




Cateserizine anti-erensic MENnEs

Jarorn) e lLaczry poclars
Hiding Datarhiding
Destroying ArtiiiactWipIing

Preventing from
pelng createa

Manipulating

Iiraill obfuscation

Attacksi against the
PFrOCESS &L tOoIS




PrOpPOSEd CAtESOIIES

¢ EVidence Destruction

¢ Evidence Hiding
s EVidence Source Elimination

¢ Evidence Counterfeiting




Evidence Destirliction

s Dismantiine evidenceror meaiing it
URusaple te the InVestigatiVe, ProCESS

s Physical examples WipIng
[INGErprints

s Digital exampie: Wiping a flesystem




EVidence Hiding

s RemoVvingl evidence rom View

s Physicall exampies threwingrargun
Inte the sewer

s Digitallexample: Steganedrapny:




Evidence SourcerElimination

s Neutralizing evidentiary, SOUKCES

s Physicall exampiles Weakring GloVes
dUring a crime

s Digital examples Disabling  audit trails




EVidence Colintereiting

s Creating a laked = Version oifthe
evidence

s Physicall examples planting
fIAgerprints

¢ Digital example: Using ar diffierent:
USEr’s account




AntiFforensic attacks = hlmanteleémeni

s Alert investigatoers

s EdUcation

¢ Real worldl experience

¢  [hinking outside the box"




Anti-ferensic attacks = toCINAEPENEERNCE

s 100/ assUmptions

s Implementation bugs




ARti-lerensic attacks = physical/logical

¢ StOrade space

e TIMme

s Money.
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Questions/ CommeEntsy




