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What is the problem?What is the problem?

!! Lack o f a greem ent  about  h ow t oLack o f a greem ent  about  h ow t o
define ant i- fo rensicsdefine ant i- fo rensics

!! No w ay t o classify  ant i- fo rensicNo w ay t o classify  ant i- fo rensic
m ethodsm ethods



Some current views of anti-forensicsSome current views of anti-forensics

!! Ways t o Ways t o ÒÒavoid d etect ionavoid d etect ionÓÓ or  or ÒÒbreakbreak
indust ry t oolsindust ry t oolsÓÓ Foster & LiuFoster & Liu

!! Hiding a  system  int rusion a t tem ptHiding a  system  int rusion a t tem pt
Shir aniShir ani



Based on Based on SafersteinSaferstein ÕÕss definition definition

!! Ant i- fo rensics:Ant i- fo rensics:
ÒÒMethods used to prevent  (or actMethods used to prevent  (or act
against )  the applicat ion of science toagainst )  the applicat ion of science to
those cr im inal and civ il laws that  arethose cr im inal and civ il laws that  are
enforced by police agencies in  a cr im inalenforced by police agencies in  a cr im inal
just ice system.just ice system.ÓÓ



Viewing anti-forensics differentlyViewing anti-forensics differently

!! Ways t o Ways t o ÒÒ... lim it  t he ident ifi cat ion,. .. lim it  t he ident ifi cat ion,
collect ion, collat ion and v alidat ion o fcollect ion, collat ion and v alidat ion o f
elect ronic d ata...elect ronic d ata...ÓÓ  Peron & LegaryPeron & Legary

!! ÒÒAt tem pt ing t o l im it  t he q uant ity andAt tem pt ing t o l im it  t he q uant ity and
quality o f fo rensic evidence...quality o f fo rensic evidence...ÓÓ GrugqGrugq



Evidence and process based definitionEvidence and process based definition

!! Ant i- fo rensics:Ant i- fo rensics:
Any at tempts to comprom ise theAny at tempts to comprom ise the
availa bilit y or usefulness of evidence toavaila bilit y or usefulness of evidence to
the forensics process.the forensics process.



Categorizing anti-forensic methodsCategorizing anti-forensic methods

At tacks against  theAt tacks against  the
process & toolsprocess & tools

Trail obfuscat ionTrail obfuscat ion
Manipulat ingManipulat ing

Prevent ing fromPrevent ing from
being createdbeing created

Art ifact  wip ingArt ifact  wip ingDest royingDest roying
Data hid ingData hid ingHid ingHid ing
RogersRogersPeron &  LegaryPeron &  Legary



Proposed categoriesProposed categories

!! Evidence Dest ruct ionEvidence Dest ruct ion

!! Evidence HidingEvidence Hiding

!! Evidence Source Elim inat ionEvidence Source Elim inat ion

!! Evidence Counterfe it ingEvidence Counterfe it ing



Evidence DestructionEvidence Destruction

!! Dism ant ling evidence o r m aking i tDism ant ling evidence o r m aking i t
unusable t o t he invest igat ive p rocessunusable t o t he invest igat ive p rocess

!! Physical exam ple:  WipingPhysical exam ple:  Wiping
fingerprintsfi ngerprints

!! Digital exam ple:  Wiping a  Digital exam ple:  Wiping a  filesystemfilesystem



Evidence HidingEvidence Hiding

!! Rem oving evidence fr om  v iewRem oving evidence fr om  v iew

!! Physical exam ple:  t hrowing a  g unPhysical exam ple:  t hrowing a  g un
into t he sewerinto t he sewer

!! Digital exam ple:  SteganographyDigital exam ple:  Steganography



Evidence Source EliminationEvidence Source Elimination

!! Neut ralizing evident iary sourcesNeut ralizing evident iary sources

!! Physical exam ple:  Wearing g lovesPhysical exam ple:  Wearing g loves
during a  cr im eduring a  cr im e

!! Digital exam ple:  D isabling audit  t railsDigital exam ple:  D isabling audit  t rails



Evidence CounterfeitingEvidence Counterfeiting

!! Creat ing a  Creat ing a  ÒÒfakedfakedÓÓ version o f t he version o f t he
evidenceevidence

!! Physical exam ple:  p lant ingPhysical exam ple:  p lant ing
fingerprintsfi ngerprints

!! Digital exam ple:  Using a  d iffe rentDigital exam ple:  Using a  d iffe rent
useruserÕÕs accounts account



Anti-forensic attacks - human elementAnti-forensic attacks - human element

!! Alert  i nvest igatorsAlert  i nvest igators

!! Educat ionEducat ion

!! Real w orld experienceReal w orld experience

!! ÒÒThinking outside t he b oxThinking outside t he b oxÓÓ



Anti-forensic attacks - tool dependenceAnti-forensic attacks - tool dependence

!! Tool assum pt ionsTool assum pt ions

!! I m plem entat ion b ugsI m plem entat ion b ugs



Anti-forensic attacks Anti-forensic attacks ÐÐ physical/logical physical/logical

!! Storage spaceStorage space

!! Tim eTim e

!! MoneyMoney
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